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Abstract

In recent years, substantial progress has been made in the design and development of unmanned aerial vehicles (UAVs) with
diverse functional capabilities for avionic applications. Beyond addressing performance bottlenecks, the growing threat of
cybersecurity attacks introduces additional complexity to the UAV design process. Developing a high-performance UAV
system involves navigating technical security challenges that must be addressed pragmatically. Implementing excessive
security measures can increase costs and degrade system performance, while insufficient protection of vulnerable components
may expose the UAV to potential exploitation. This study introduces a multi-layered drone system, thoroughly examines threats
to its components, and outlines corresponding safeguards in trusted layers. The security requirements for UAV systems were
defined using the Common Criteria framework. To strengthen UAV security under real-world operational conditions, a
novel threat modeling approach, XT-STRIDE, has been developed. This method incorporates the UAV’s communication
and embedded system architecture, modeled with realistic security elements. The XT-STRIDE framework was evaluated

theoretically in conjunction with traditional threat modeling techniques.
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1 Introduction

Unmanned aerial vehicles (UAVs), commonly known as
drones, have become increasingly prominent in modern life
owing to their wide range of applications. They offer numer-
ous benefits across civilian sectors, contribute to public
safety, enhance military capabilities, and can even be used
for offensive purposes. In the context of smart cities and
sustainable development, various types of UAVs play vital
roles in collecting, analyzing, and delivering highly accurate
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and sometimes classified data [1]. A comprehensive review
underscores their diverse applications in areas such as traffic
control, construction, photogrammetry, remote sensing, and
transportation. It also highlights the importance of effective
navigation, energy efficiency, and the extraction of critical
information to ensure the safe and optimized use of UAVs
in transportation systems [2]. The critical functionality of
UAVs highlights the potentially catastrophic consequences
of cyberattacks targeting these systems. As next-generation
UAVs take on increasingly diverse tasks, the risk of malicious
attacks remains a considerable concern. Equipped with data-
collecting sensors, UAVs are susceptible to external threats
that may access sensitive sensory data or inject false infor-
mation. Given their autonomous control capabilities, such
attacks can result in unexpected and potentially irreversible
damage [3]. This highlights the critical need for thorough
safety and security assessments to support the widespread
adoption of UAVs. UAV safety considerations include risks
to airspace, individuals, and ground infrastructure. Key issues
to address involve UAV collisions, limitations in current air
traffic management systems, equipment and sensor failures,
adverse weather conditions, and potential harm to buildings
and people at low altitudes. The security aspect focuses on
protecting various types of data, including images, biometric
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information, audio recordings, and location details. A major
concern is ensuring that the data captured by UAVs remain
confidential and are not compromised by unauthorized exter-
nal entities [4]. The wide range of connectivity features in
UAVs exposes multiple potential attack vectors that adver-
saries could exploit.

Implementing robust security measures is essential to mit-
igate potential risks associated with the misuse of UAVs,
given their wide range of applications. These risks include
unauthorized disclosure of sensitive information, tamper-
ing, and other harmful consequences. Ensuring the secure
design of UAVs is currently a critical focus for both academic
researchers and standardization bodies. However, develop-
ing security standards for UAV design presents considerable
challenges owing to the broad diversity of hardware and
software components involved. Furthermore, the operational
environments in which UAVs are deployed vary widely,
adding complexity to standardization efforts. Owing to the
unique architecture and operational constraints of UAVs,
traditional information technology (IT) security standards,
frameworks, and models—such as ISO 27001, Microsoft’s
Secure Software Development Life Cycle (SDLC), the Open
Web Application Security Project (OWASP), the Software
Assurance Maturity Model (SAMM), and the Capability
Maturity Model Integration (CMMI)—cannot be directly
applied to model trust levels in UAV systems. The Com-
mon Criteria standard provides a foundational framework
for defining and specifying the necessary security require-
ments for UAVs by offering multiple assurance levels. UAVs
are deployed across a wide range of domains, including
exploration, surveillance, package delivery, assistance, and
emergency response—each carrying critical security and
operational implications. To ensure security and privacy, it is
essential to safeguard confidentiality, integrity, and availabil-
ity—particularly when processing, storing, and transmitting
sensitive data. In smart cities, critical activities such as
monitoring traffic patterns, fire incidents, environmental
conditions, and disaster response involve the handling of
confidential information. Therefore, implementing effective
precautionary measures is essential to reduce the risk of data
misuse.

The xT-STRIDE methodology for threat analysis and risk
assessment in UAV cybersecurity is designed to protect assets
in UAV systems. Building upon existing frameworks, this
approach highlights the critical role of component selection
in ensuring system security [5-9]. Users can choose between
secure-by-design components—referred to as trusted com-
ponents—or components lacking inherent security, which
require additional engineering to address identified vulnera-
bilities. In practice, secure-by-design engineering involves
assessing assets, their vulnerabilities, their value, and the
external interactions that could introduce threats. Trusted
components help minimize the external threat surface, while
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non-secure components considerably expand the attack sur-
face and demand targeted security measures. XT-STRIDE
is designed to provide a realistic assessment of the attack
surface in UAV systems, with a focus on identifying vul-
nerable components. Building on the STRIDE threat model-
ing framework, this methodology systematically identifies
and addresses potential vulnerabilities. Additionally, xT-
STRIDE is flexible and can be integrated with other threat
modeling approaches, allowing for the customization of
trusted asset categorization. While this study defines the
asset space in the application development stack, it can
also be adapted to include electronic components or system
functions. By prioritizing the identification and mitiga-
tion of high-probability vulnerabilities, xT-STRIDE aims to
strengthen cybersecurity efforts in UAV systems.

xT-STRIDE is based on the STRIDE framework and
introduces an additional trust layer [10]. This trust layer
is essential for the design of system components because
it allows for a thorough assessment of the various sub-
components in each device’s engineering. Given the com-
plexity of this process, a systematic approach is required to
design these sub-components effectively. The trust level tech-
nique addresses this challenge by leveraging the Common
Criteria [11] evaluation to assess and determine the appro-
priate security level.

Modern UAV systems rely heavily on their communica-
tion networks to enable effective cooperation and coordi-
nation among multiple units. In operational environments
where diverse cyber threats are prevalent, maintaining coop-
erative capabilities among UAVs becomes critically impor-
tant [12]. Previous studies primarily focused on securing
collaboration between UAVs through layered security mea-
sures, particularly emphasizing physical controls [13]. In
contrast, our current study takes a more holistic approach by
addressing the full spectrum of cybersecurity. The smooth
operation of UAVs depends not only on their ability to col-
laborate but also on the essential reliability of their network
connections. To address this issue, a previous study [14] pro-
poses a strategy specifically designed for UAVs, emphasizing
the reliability of their connections. The study explores the
security implications of integrating drones into an Internet
of Vehicles (IoV) system, using trust- and priority-based
algorithms. The proposed approach incorporates modules
for both drone-to-drone (D2D) and drone-to-vehicle (D2V)
communication to optimize data routing efficiency. While
previous studies have addressed similar challenges, our
methodology provides a more comprehensive and inclusive
solution. It is important to recognize that these findings high-
light the growing emphasis in the community on building
robust and efficient networks. However, a thorough threat
analysis is essential, as highlighted in our research, owing to
the potential expansion of the cyber threat landscape result-
ing from the network design implementation. In summary,
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our research aims to address the security and reliability chal-
lenges faced by modern UAV systems. Our goal is to make a
substantial contribution to the development of a resilient and
dependable communication network for UAVs by focusing
on secure design and the use of trusted components [15].

The proposed threat model for UAVs addresses evolv-
ing cybersecurity challenges by integrating a trust-layered
approach into threat modeling. Unlike traditional method-
ologies, XT-STRIDE extends STRIDE by incorporating com-
putational trust, allowing for a more realistic assessment of
threats based on trust levels in the UAV system’s environ-
ment. This approach reduces false assumptions, strengthens
security, lowers design costs, and enhances resilience. By
adapting STRIDE to account for varying trust levels, xT-
STRIDE offers a more accurate and effective threat analysis,
ensuring robust protection for UAV systems.

This research presents the XT-STRIDE methodology for
threat analysis and risk assessment in UAV cybersecurity.
The following section reviews related works and previous
studies that have explored threat modeling methodologies for
UAV systems, with a focus on ensuring the security of multi-
UAV systems during the early development stages. The third
section outlines how the methodology defines trust levels,
applies the STRIDE framework for threat analysis at each
trust level, and selects an appropriate threat list based on the
operating environment’s trust level. The xXT-STRIDE Appli-
cation Principles section offers a practical, step-by-step guide
for integrating the methodology throughout the UAV devel-
opment lifecycle. The Theoretical Model section discusses
the application of the STRIDE method at different trust lev-
els to generate threat lists based on the system’s design. In
the Model Effectiveness section, the model’s effectiveness is
demonstrated by modeling the UAV system at two distinct
trust levels, highlighting the reduction in threats as higher
trust levels are selected. Finally, the research concludes by
summarizing its key contributions, emphasizing the benefits
of xXT-STRIDE, and outlining potential directions for future
research.

2 Related works

This section reviews previous studies on the use of threat
modeling in UAV systems. The authors emphasize the impor-
tance of using threat modeling methodologies to ensure the
security of multi-UAV systems in the early stages of develop-
ment [ 16]. One such methodology, known as “threat trees,” is
used to analyze and enumerate the threats that affect the archi-
tecture of the Internet of Drones (IoD). The research applies
this well-established technique to UAV systems. The use of
multi-UAV networks is growing, particularly in disaster man-
agement and military operations, as highlighted in reference

[16]. This growth can be attributed to considerable technolog-
ical advancements. However, it is essential to recognize that
these networks face security challenges because they belong
to the ad hoc network category. This study presents a new
approach to address these challenges. The proposed threat
model aims to systematically identify and assess risks by
considering factors such as adversary capabilities, environ-
mental conditions, targeted entities, and vulnerable domains.
What sets this study apart is its focus on the absence of trust
competence. Another study builds the design of UAVs on the
general principles of the STRIDE framework [17]. Addition-
ally, the design of a secure communication protocol for UAV
systems is also considered [18]. Reference [19] presents a
proposed solution for an intrusion detection system (IDS),
while threat analysis has been applied in the context of safe
firmware upgrades [20] and security testing [21]. However,
previous studies have not integrated trusted computing layers
into their research.

The cybersecurity of UAVs is strengthened by several
important studies across various disciplines. Kim et al. pro-
pose a mesh-network-based guidance strategy for fixed-wing
UAVs, allowing them to achieve and maintain circular for-
mation with high accuracy [22]. Jahangeer and Aldabbas
introduce a hybrid cat-swarm optimization algorithm to facil-
itate seamless vertical handoffs in vehicular ad hoc networks
(VANETs) [23]. Naskath develops a fast, multicriteria net-
work selection scheme that combines cat swarm optimization
and TOPSIS for optimal handover in VANETs [24]. Bal-
aji et al. design a GAN-based hybrid deep learning model
to improve intrusion detection in IoT networks, enhancing
overall performance [25]. Sonny et al. present a modified
PSO algorithm for efficient autonomous UAV path planning
in UAV-assisted wireless networks [26]. Naskath et al. pro-
pose a secure connectivity protocol based on game theory to
mitigate malicious activities in VANETS [27].

The key components of the communication and operating
systems in the UAV framework can be classified into seven
primary categories, which align with the xXT-STRIDE design
methodology. These components—operating systems, sen-
sors, actuators, storage, computing, communication, and
applications—are shown in Fig. 1. Communication plays
a crucial role in the UAV system network, enabling UAVs
to interact with one another as well as with networking
backbones and infrastructures to perform various tasks and
services [28]. Detailed information on these system elements
has been explored in several previous studies [29-36].

Recent studies have focused on cybersecurity in UAVs.
Marchetti et al. highlight key cybersecurity challenges in
drones and review existing testing methodologies, identify-
ing gaps and suggesting future directions for UAV security
research [37]. Kumar et al. provide a comprehensive sur-
vey of cybersecurity vulnerabilities in UAV systems and
propose countermeasures to enhance their security [38].
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Fig. 1 UAV communication and embedded system architecture

Miao et al. introduce a deep-meta-heuristic system for intru-
sion detection in UAV networks, improving both detection
accuracy and adaptability [39]. Liu et al. propose a multi-
component system-based maintenance policy for fixed-wing
UAVs, demonstrating its effectiveness in improving reliabil-
ity through a case study [40]. A TransReSE (Transformer-
ResNeXt-SE)-based approach is developed to assess security
in UAV swarm networks, enhancing situational awareness
and threat detection [41]. Chandran and Kizheppatt design a
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lightweight mutual authentication protocol based on physi-
cal unclonable functions (PUFs) for secure communication
in multi-UAV networks [42]. Yang et al. introduce a fault-
tolerant and efficient authentication scheme that effectively
balances security and performance in manned—unmanned
teaming environments [43]. Zhou et al. offer an in-depth sur-
vey of Al applications in UAV-enabled wireless networks,
highlighting the role of Al in enhancing network perfor-
mance and management [44]. Li et al. combine blockchain
and deep learning to create a secure and efficient defense
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strategy for UAV networks, addressing critical privacy and
security issues [45]. Akram et al. propose a blockchain-
based, privacy-preserving authentication protocol to protect
UAV networks from unauthorized access [46]. Zhao et al.
present a UAV mobile edge computing framework using Soft
Actor-Critical (SAC) to reduce energy consumption while
ensuring secure data transmission [47]. These studies under-
score the importance of innovative solutions in improving
UAV cybersecurity.

There are several standards, models, and frameworks
for secure system development, including the Microsoft
Secure Software Development Lifecycle (SDLC), OWASP
Open Software Assurance Maturity Model (OpenSAMM),
Common Criteria (CC), Secure Capability Maturity Model
(CMM), and System Security Engineering Capability Matu-
rity Model (SSE-CMM) [48, 49]. However, there is no
universal solution for developing a secure system. These
models, standards, and frameworks provide guidance on
secure design principles, threat modeling, configuration man-
agement, risk analysis, secure coding practices, developer
training, source code analysis, penetration testing, cryptogra-
phy standards, security verification, patch management, and
incident response. It is essential to create a comprehensive,
cohesive model, framework, and set of standards to effec-
tively design and implement a secure system [50, 51]. Owing
to the critical nature of system security, the Common Criteria
framework has been adopted as a reference model for secu-
rity assessment, with a particular focus on integrating trusted
components.

The components of the CC secure system development
approach are shown in Fig. 2 [11]. The Common Crite-
ria (CC-ISO 15408) framework is a comprehensive system
developed to address various security contexts [52-54]. It
provides a structured methodology for evaluating and certi-
fying the security features and assurance levels of IT systems,
ensuring they meet defined security requirements across dif-
ferent contexts [51, 54].

Dronecrypt is an effective threat mitigator in the proposed
classification-based UAV system design, addressing spoof-
ing, repudiation, and information disclosure threats [55]. For
threats such as denial of service and elevation of privilege,
hijacking detection proves to be an effective mitigation strat-
egy [56]. To counter availability threats, a physical security
method based on a restart scheme is proposed; however, this
method is not universally applicable, though it may be effec-
tive in certain scenarios [S57]. UAV hacking detection is a
promising approach for mitigating availability and denial
of service threats [58]. Additionally, physical security solu-
tions can serve as a strong deterrent against tampering-related
threats [59]. A novel study suggests potential solutions for
spoofing, repudiation, and information disclosure based on
homomorphic encryption, a key area of security research
[60]. Furthermore, by leveraging blockchain technology, a

solution is proposed that incorporates the monitoring capabil-
ities of UAVs [61]. However, the proposed solution for UAV
system design is not comprehensive in terms of all design
approaches that have been discussed in artificial intelligence
research [62].

A previous academic study highlighted the complexity
of cybersecurity concerns related to UAVs [63]. The study
focused on the growing market for civilian drones, which are
increasingly being used in a variety of applications in daily
life. However, their heavy reliance on cyber capabilities intro-
duces considerable risks to both individuals and property. The
study explored the security, privacy, and safety implications
of using civilian drones, identifying both physical and cyber
threats, as well as the required security measures. Despite the
Federal Aviation Administration’s NextGen project, which
aims to integrate drones into the national airspace, regu-
lations remain under development. Based on the study, a
risk-based classification method for optimizing design effec-
tiveness is proposed. Additionally, a comprehensive security
analysis of UAVs is performed, emphasizing the complex
nature of cybersecurity issues in UAV systems [64]. The
paper examines the increasing use of drones for malicious
cyber activities and emphasizes the urgent need for effec-
tive countermeasures. It discusses the versatile applications
of drones and their growing popularity owing to their ability
to provide a bird’s-eye view. The paper underscores the high
likelihood and frequency of such attacks, their potentially
harmful impact, and the necessity for detection, protection,
and prevention strategies. Various malicious uses of drones
are reviewed, along with potential vulnerability detection
techniques. A survey performed in [65] explored emerging
threats associated with the use of drones in cyberattacks and
emphasized the importance of secure design in smart farm-
ing, where UAVs play a pivotal role. While previous work
in [66] introduced a game-theoretic model for attack and
defense in UAV systems, our study presents a more practi-
cal threat-based model, tailored for real-world applicability.
Cybersecurity in UAV systems has become increasingly cru-
cial, particularly with the growth of cloud-based solutions
and the integration of UAVs at the edge, as highlighted in
[67]. Building on this, our study proposes a threat-based
design system that aligns with the scenarios discussed in
the existing literature [67]. Additionally, a comprehensive
study presented in [68] covers all cybersecurity requirements
essential for selecting an appropriate UAV system. The pri-
mary focus of this study is the Industrial Internet of Things
(IToT). The research emphasizes that accurate drone opera-
tions and continuous monitoring are crucial for ensuring the
effectiveness of these network configurations. It also high-
lights that previous studies have not sufficiently addressed the
behavior and vulnerabilities of IloT-enabled drones, state-
wise verification, or the identification of anomalous drones
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based on different properties. The study concludes that previ-
ous solutions fall short in providing the necessary capabilities
to address these issues. While implementing such a solution
would be ideal, it is impractical owing to its complexity and
heavy reliance on the operational aspects of the design rather
than the development phase. The paper’s trust-based model,
based on risk assessment, offers a cost-effective solution that
is worth considering [68]. Additionally, a comprehensive sur-
vey of potential security issues in Cyber Physical Systems
(CPSs) and the Internet of Cyber Physical Things (IoCPT)
is presented. The study specifically focuses on CPSs that
involve interconnected systems interacting with real-world
objects and processes. While related to the IoT, CPS specif-
ically focus on physical, networking, and computational
processes. The integration of CPS with IoT has led to the
IoCPT. The evolution of CPS is transforming people’s daily
lives, enabling a broader range of services and applications.
However, linking the cyber and physical worlds introduces
new security challenges. The study provides an overview of
CPS aspects, applications, technologies, and standards, and
reviews the security vulnerabilities, threats, and attacks asso-
ciated with them [69].
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3 xT-STRIDE architecture

Risk and threat analysis is a crucial component of any security
strategy, offering a framework to identify, understand, and
manage potential threats. As cyber threats become increas-
ingly complex, effective risk and threat analysis methods are
essential for maintaining system security.

UAVs face numerous cybersecurity challenges, including:

Communication interception and jamming,
Unauthorized access and hijacking,

Data privacy and theft,

Software vulnerabilities,

Supply chain security,

Physical security threats and device tampering,
Risks associated with autonomy and Al integration,
Denial of Service (DoS) attacks,

Insider threats,

Legal and regulatory compliance issues [70].

Given the considerable cybersecurity challenges, provid-
ing cybersecurity for UAVs is a complex task. A common
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approach to addressing these challenges is by incorporating
trusted components, where cybersecurity-related vulnerabil-
ities are eliminated and certified [54]. In this context, a threat
analysis and risk assessment approach is used to model
the cybersecurity posture of UAV design. xXT-STRIDE is
designed to be a tool for cybersecurity engineers, consid-
ering all threat scenarios and integrating trusted component
utilization into the threat analysis process.

Because xT-STRIDE allows for customizable trust lev-
els based on any asset categorization method, it can also
model topological challenges associated with drone swarms.
In particular, the study’s example models five security lev-
els, with the highest being application-level trust, which also
addresses vulnerabilities in drone swarm applications [71].

The field of risk and threat analysis has advanced con-
siderably over the years, leading to the development of
various approaches. These approaches can generally be clas-
sified into two main categories: quantitative and qualitative.
Quantitative methods, such as the Risk Analysis Methodol-
ogy developed by the US Department of Defense, rely on
numerical calculations and data-driven insights. In contrast,
qualitative methods, such as the Threat Analysis Method
(TAM) developed by the US Department of Homeland Secu-
rity, emphasize policy and expert judgment. Additionally,
there are specialized risk and threat analysis methods for
aerial systems, such as Coras [72] and Mehari [73]. Recent
research on risk assessment has used asset category classi-
fication and employed threat modeling for each category, as
seen in the SARA framework [74]. However, this study dif-
ferentiates itself by focusing on the engineering design of
individual assets. By adopting an engineering approach that
aligns with CC standards, xXT-STRIDE uses trust levels to
develop security-enhanced assets.

The primary goal of risk and threat analysis is to identify
and prioritize potential threats, followed by the development
of strategies to mitigate or eliminate them. To achieve this, it
is essential to have a thorough understanding of the organi-
zation’s or system’s risk profile. This includes understanding
the sources of threats, their attack methods, the potential dam-
age they can cause, and the system’s level of vulnerability.

In addition to quantitative and qualitative approaches,
several other risk and threat analysis methods have been
developed over the years. These include the Systematic Risk
Analysis Method (SRAM) developed by the National Insti-
tute of Standards and Technology (NIST) [75], the Risk and
Threat Analysis Framework (RTAF) developed by the Secu-
rity Risk Management Institute (SRMI) [76], and the Risk
Management Framework (RMF) developed by the Interna-
tional Organization for Standardization (ISO) [77].

Each of these approaches has its own strengths and weak-
nesses, and the most effective method for a given organization
depends on its specific risk and threat profile. For instance, the
SRAM approach is particularly well-suited for systems with

complex security requirements, whereas the threat analysis
method is more appropriate for systems with simpler security
requirements [78, 79].

xT-STRIDE is built upon the STRIDE framework [10]
for two main reasons. First, STRIDE models threats in a
way that closely aligns with the motivations of attackers,
allowing for more effective identification and mitigation of
security risks by starting the threat modeling process near
the source of potential threats. Second, STRIDE is straight-
forward to understand and apply, whereas other approaches
often require more platform-specific expertise [80—84].

Risk and threat analysis are essential components of any
effective security strategy, and over time, various methodolo-
gies have been developed. However, a considerable limitation
of existing models is the lack of integration of a computa-
tional trust layer. In this paper, we introduce xT-STRIDE,
a framework that integrates computational trust into threat
analysis, specifically designed for UAV systems. UAVs face
unique security challenges owing to factors such as cost,
application domain, data security requirements, battery life,
and performance constraints, all of which require customized
security solutions. Additionally, acomprehensive risk assess-
ment is crucial in defining the appropriate security levels.
Typically, data classification models are used to determine
these requirements, with military systems often adopting
a five-level classification approach, including: unclassified,
sensitive, confidential, secret, and top secret.

This classification strategy is based on the confidential-
ity, integrity, and availability of the associated document,
system, or data. The security provisions for the UAV system
encompass broader constituent types that must be considered
beyond the typical security considerations. Because a UAV
system consists of multiple interconnected subsystems, each
acting as a network, standards such as ISO 27001 and ISO
15408 may be relevant for security standardization. How-
ever, the unique characteristics of UAV systems—such as
mobile networks that continuously change locations and the
strict connections between land and air components—require
a security design tailored to address these specific features.
Meanwhile, not all UAV systems require the same set of
security provisions that satisfy user needs. Also, some secu-
rity considerations can be just basic security implementation
because of the definition of the UAV system application.

The STRIDE model is a threat modeling technique used
to identify potential threats against the system under investi-
gation. However, existing STRIDE implementations do not
account for trust levels when designing a system. A simi-
lar study applies STRIDE to CPSs but overlooks trust level
classification [85]. There is also a more automated approach
available that does not incorporate trust level classification
[86]. STRIDE has been applied to 5G core slicing without
considering trust levels [87], and multiple threat modeling
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frameworks in a single tool have been considered with-
out addressing trust level integration [88]. Applying trust
level classification to the STRIDE model creates a more
accurate threat list by eliminating false assumptions about
the operational environment. In an untrustworthy environ-
ment, STRIDE would identify more threats by removing
pre-established trust assumptions. Conversely, in a trusted
environment, XT-STRIDE would result in fewer identified
threats owing to the use of trusted components.
The novel xXT-STRIDE method works as follows:

The algorithm begins by defining x distinct trust levels.

For each trust level, the STRIDE method is applied to the
system under design to generate a corresponding threat list.
To provide security, the appropriate trust level for the oper-
ating environment is selected, and the threat list aligned with
that trust level is produced as the final output.

Section 2 presents the design details of UAVs. The col-
lected information on related work can be summarized across
various engineering design levels, ranging from high-level
to low-level design stages: System Level, Interface Level,
Application Level, Operating System Level, and Hardware
Level. These five levels of design follow a general system
design approach, progressing from high-level to low-level
design. Because UAVs are categorized as system design
projects, this five-level structure is well-suited. To adapt xT-
STRIDE to UAV design, we choose to follow this five-level
design approach and modify xT-STRIDE to create 5 T-
STRIDE.

To address the challenges of UAV design, the solution
proposed in this study uses the 5 T-STRIDE framework to
enhance the security of UAV systems. The adoption of the
5 T-STRIDE approach allows for the simultaneous consid-
eration of both design complexity and system architecture.

Trust levels can vary in granularity depending on the
application. For example, the interface level can be further
subdivided into more specific layers, such as the network
layer, VLAN layer, and tunnel layer, for a more detailed
analysis. The UAV system is structured into five distinct
layers based on varying component usage scenarios, and
STRIDE threat analyses are performed accordingly. Compo-
nents such as hardware, operating systems, and sensors may
be obtained from different vendors, and security assessments
can be more effectively performed by considering the secu-
rity assurances provided by these components. Moreover, the
5 T-STRIDE model enables precise security analysis based
on the desired level of trust. Considering the secure UAV sys-
tem as depicted, five trust levels can be defined as follows:

System Level: At this level, the UAV system is viewed as a

unified entity, encompassing UAVs, ground centers, and per-
sonnel. The security perimeter is defined around this entire
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system, meaning that components inside the perimeter are
trusted, while threats are expected from outside the perime-
ter.

Interface Level: Here, the security perimeter is established
around the major components of the UAV system. Threats
are expected to arise from the interfaces between these key
components. For example, a UAV may face threats from its
physical interfaces, but all internal components are trusted.
Application Level: At the application level, threats are
expected to affect the applications running on the UAV and
other associated components. Operating systems and hard-
ware components are considered to be trusted in this level of
design.

Operating System Level: At this level, potential threats are
mainly associated with the operating systems and higher-
level components. Hardware components remain trusted at
this stage.

Hardware Level: At this level, the highest level of security
is considered. Any component can be attacked, including
hardware components.

The security requirements of a UAV can vary depending
on its intended application. For example, when acquiring a
UAV for military purposes, a thorough security analysis must
be performed across all system levels. In contrast, for recre-
ational use, system-level security measures may be sufficient.
For commercial applications, focusing on application-level
security measures is often adequate.

To generate the threat list for each trust level, the STRIDE
model is used as the threat analysis framework for the secu-
rity classification. Developed by Microsoft, STRIDE is a
model designed to identify computer security threats, offer-
ing a mnemonic for six categories of security threats:

Spoofing

Tampering
Repudiation
Information Disclosure
Denial of Service
Elevation of privilege

Each threat category corresponds to a breach of a specific
security property. Spoofing targets the authenticity prop-
erty, tampering affects integrity, repudiation undermines the
non-repudiation property, information disclosure violates
confidentiality, denial of service impacts availability, and
elevation of privilege compromises authorization security
properties.

Although xT-STRIDE has been specifically applied to
unmanned aerial vehicle security (UAVSEC), its applicabil-
ity extends to any system wherein the STRIDE framework is
relevant. This versatility stems from the ability to categorize
each computational system into various organizational levels,
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Fig.3 System-level model

Cloud Data

allowing xT-STRIDE to be applied across multiple levels of
an organization. For this analysis, five distinct topological
UAV system models corresponding to the defined 5 T-
STRIDE levels have been developed. The Microsoft Threat
Modeling Tool has been used to implement the STRIDE
model for each trust level. Figures 3, 4, 5, 6, 7 show the
models created using the Microsoft Threat Modeling Tool,
with each figure generated from text-based level definitions
and LaTeX compilation. Figure 3 shows the System Level
Model, which aligns with the system-level trust assumption.
This model indicates that the components in the system are
trusted, while threats are identified at the interfaces of the
overall system.

4 xT-STRIDE application principles

In applying the 5 T-STRIDE framework to UAV security, the
next step involves generating five levels of STRIDE-based
threat models for UAVs. After creating these five threat mod-
els, the cybersecurity decision is to assign a trust level to
one of the five levels. By assigning a trust level, all com-
ponents below that level are considered trusted. This trust
level assignment requires selecting components that are suffi-
ciently established as trusted. In related works, the Common
Criteria approach is referenced to provide such trust guar-
antees through an industry-accepted methodology. At the
current technology level, this approach is a valid assumption
because all necessary technologies to implement xT-STRIDE
are available, as demonstrated in related works. Figures 3—7

v Application Environment
ensor Signal

Actdlator Signal

Communication Data . .
Physical Envrionment

show the process of generating the five-level threat models
for UAV design.

The effectiveness of XT-STRIDE is demonstrated by mod-
eling the UAV system with two distinct trust levels. The first
level is hardware-level trust modeling, which includes all
hardware and the above layers that need to be secured. In
this level, no components are assumed to be trusted. The
second level is operating system-level trust modeling, where
hardware is selected from trusted components, and only the
software and higher layers of the UAV require security. The
two corresponding threat models are shown in Figs. 6 and 7.
Figure 8 shows the total number of threats that result for
each security level once trust is established at that level.
Establishing a trust level at a particular layer implies that
all components in the layers below it are considered trusted.
Because trust level categories can be customized for different
scenarios, trust levels can also account for the topological
placement of UAVs. For instance, UAVSs in a specific geo-
graphical region can be assigned a trust level, meaning UAVs
designed for that region are trusted and excluded from the
threat model. These trusted UAVs are certified to eliminate
potential vulnerabilities. Figure 9 shows the resulting threat
items from Fig. 8, where threats are categorized into individ-
ual STRIDE categories.

The interface-level trusted model is shown in Fig. 4. In
accordance with the definition, the system components are
secured at the highest level of system design. In this model,
threats in the components are not considered because the
subcomponents are trusted.

Figure 5 shows the application-level trusted model. In this
trust level, only the application-level components are consid-
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Fig. 4 Interface-level model

ered potential sources of threats, while the operating systems
and hardware are classified as trusted components.

The trust assumption is reduced by one level, with threats
now considered as potentially originating from the operating
systems of the components shown in Fig. 6. At this trust level,
the hardware is still regarded as trusted.

Figure 7 shows the highest level of threat occurrence. At
this level, all the components in the system, both software
and hardware, are considered potential threat sources. Con-
sequently, this level is expected to result in the maximum
number of potential threat instances.
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The generated five-level threat models need to be evalu-
ated to understand the effort saved using trusted components.
The basic approach to assessing this effort-saving is count-
ing the number of threats generated by each model. Because
each threat in the models represents excess work required
to eliminate it from the design, a decrease in the number of
threats generated by higher-level models demonstrates the
effort-saving benefit. Once a trust level is selected, the threats
associated with that level must be eliminated. This represents
a trade-off in design with XT-STRIDE. By selecting a higher
trust level, the components at lower levels are also assumed
to be trusted, meaning they are already secured. High-level
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Fig.5 Application-level model

components are those that need to be secured. In an ideal sce-
nario, it would be optimal to select all components as trusted
to maximize security. However, choosing to trust all com-
ponents would result in very high production costs, which
manufacturers typically want to avoid. On the other hand, if
no trust level is selected, all components are treated as need-
ing to be secured, which could lead to a less secure design
because securing all components in such an environment may
be unfeasible. Essentially, selecting the appropriate trust level
in XT-STRIDE is a trade-off between cybersecurity and pro-
duction costs. Figures 8 and 9 can be used to guide decisions
in UAV design by thoroughly analyzing the threat posture at
each model level.

The analysis produced threat counts, as shown in Fig. 8,
for the traffic monitoring scenario example. Figure 9 shows
these threat counts according to each threat category. Based
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on the data presented in both figures, it has been observed
that the attack paths in the UAV system design have been
considerably reduced. This reduction can be attributed to
the decrease in the number of potential threats with each
incremental increase in the trust level, from hardware to the
system level. These findings suggest that increasing the sys-
tem’s trust level can greatly reduce the overall attack paths,
thereby enhancing the security of the UAV system. This case
study demonstrates the application of the xXT-STRIDE frame-
work, incorporating five distinct levels of trust. While other
methodologies may vary in their layer modeling and the pri-
oritization of each layer, our approach consistently focuses
on eliminating the components in the trusted layer that fall
under the scope of risk assessment. Additionally, each trust
level builds upon the previous one, creating a comprehensive
and layered system of trust.
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Fig.6 Operating-system-level model

As shown in Figs. 8 and 9, the overall trend suggests that
reducing complexity in 5 T-STRIDE leads to a decrease in
threat counts. However, an exception occurs in the Elevation
of Privilege threat category, where hardware considerations
result in fewer threats. This phenomenon may be attributed to
the increased complexity that hinders elevation of privilege
attacks.

5 Theoretical model

The main goal of this modeling is to improve the overall
cybersecurity risk analysis process through the application
of mathematical modeling techniques [89, 90]. Our approach
models each cyberattack, starting from system-level access
and progressing to the hardware level, ultimately leading to
the attacker’s objective. At each level of the attack, we can
observe varying degrees of security. The attack process is
shown in Fig. 10.
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The effectiveness of xT-STRIDE in the context of
UAV system security is demonstrated through a theoreti-
cal approach, which assumes that the vulnerability factor for
each trust level can be exploited. This approach is well-suited
for the UAV system design.

The xT-STRIDE method targets the UAV development
process, where all cybersecurity requirements are incorpo-
rated using a secure-by-design approach [91]. With this
approach, vulnerabilities are addressed and eliminated dur-
ing the design phase of the development process. Without loss
of generality, the total work involved in the development pro-
cess is the sum of the individual vulnerability items, which
is referred to as total vulnerability. This total vulnerability
reflects the overall effort required to secure the system. Equa-
tion 1 defines the calculation for this. A vulnerable system
can lead to vulnerability propagation, adding residual vulner-
abilities to other systems [91]. D[i,j] represents the residual
vulnerability, where a vulnerable system i introduces residual
vulnerability to system j. This residual vulnerability model
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Fig. 7 Hardware-level model

is incorporated into the computation of total vulnerability in
Eq. 1. Equation 2 provides a simplified matrix form of all
the individual vulnerability values used in Eq. 1. Equation 5
is derived from the principle that the residual vulnerability
of a system will always be less than the system’s original
vulnerability [91]. To model this reduced residual vulnera-
bility, we introduce a spread factor, which is less than 1. In
the examples, we have chosen a conservative value of 0.2 for
this spread factor. In actual system design, the spread factor
can be chosen by running statistical tests for the attack tree
analysis of the real threats.

The analysis was performed using 5 T-STRIDE and five
distinct trust levels, as outlined in Sect. 4 and presented in
Table 1. If a level is not trusted, it may introduce vulnera-
bilities to the other levels; however, if the level is trusted,
the assumption is that no vulnerability injection occurs.
This approach aims to demonstrate the effectiveness of xT-
STRIDE in improving UAV system security.
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To enhance the effectiveness of our methodology, we
introduce a parameter called “level vulnerability.” This
parameter is obtained by assessing the probability of a
successful attack on a vulnerability at a given level. To
ensure broad applicability, this value can be determined by
aggregating the maximum function in cases where multiple
vulnerabilities are present. Alternative aggregation methods
may also be employed, if they do not compromise system
integrity. Additionally, the computation of this parameter
incorporates a dependency factor, reflecting the intercon-
nected nature of the computational levels in UAV systems. In
the context of trust level modeling, we define trust layers that
possess zero inherent vulnerability and zero injected vulnera-
bility, due to the comprehensive assessment of components at
each trust level. For level i, the overall vulnerability is given
by Eq. (1), where v; represents the base vulnerability of level
i, D(j, i) denotes the vulnerability introduced into level i
from other levels, and D(i, j) represents the vulnerability
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Fig. 8 Threat counts for each
security level
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Using this matrix definition, the total vulnerability of an
operating system can be calculated by summing the elements
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Similarly, the total vulnerability for each level can be cal-
culated using the same approach.

Cybersecurity decisions for design challenges such as
UAVs require deterministically guaranteed claims. This
necessity arises from the fact that any cyber incident involv-
ing UAVs can lead to catastrophic consequences for public
safety. To establish such guarantees, analytical approaches



XT-STRIDE threat model for unmanned air vehicle security

Page150f22 169

Number of threats for each security level

Category
Denial Of Elevation Of | Information
Service Privilege Disclosure Repudiation
35
30
25
E
= 20
>
15
10
5
0
T T 4 0O TT ¢ 0D TT ¢V DTT 4D BT
5= %% 3%5~=53%5%535-3%555- 5
S g ddd g A gl ddd g sl s
> 0.2 0 gl .2 0 gl; 2 0 gz = a1
285 8528585285858 §|2
525 a2 ass 2525525 2%
a3 ° a8 2o a g ° B, AR
Ezngﬁf:gcf”f‘:g:f”:‘:é wnl s
= = —- %= 5 =% e 5 = <z 5 =
2855223552235 2%223%%5z% 3
S0 o 2 g 800 g 80Co 2 g80o0 =3
O - = 30 - g 3 U e g 3|V — 3|
g 3 Q £ 3 ° £ 3 ° = o
=2 o O 2 o O 2 o 0 2 )
(=2 ¢ S 0 (=3¢ o
oY o~ oY )

Measure Names
B Count of HW Level

Spoofing Tampering User-defined =~ Count of OS Level
1 Count of Application Level
B Count of Interface Level
Count of System Level
II -

T 40T TT $ VI TT 4T D
S EET RS e

=] - = -1 (=]

=] - =} % (=}
N = L EZzRE Y EZLE QL E

= QO =50 A o =P A2 o=
28¢3x28¢3x28¢ 3
AR R
= = g Z = £ 2=
E<CBEESLCBEESCT

. 3 3
OB 2 ERBOBCERZOT S E

- = =3 C - = 30 - & 3

E58 £E58 € 52

= o = &) =2 o O

3 Q 3 O 38 O

v o v

Count of Application Level, count of HW Level, count of Interface Level, count of OS Level and count of System Level for
each Category. Color shows details about count of Application Level, count of HW Level, count of Interface Level, count

of OS Level and count of System Level.

Fig.9 Threat counts for each security level with respect to threat categories

that produce deterministically proven outcomes are essential.
One such approach is Petri Net modeling, which is widely
used to represent various public safety technologies. In this
study, the Petri Net modeling approach is used to evaluate the
performance of XT-STRIDE in delivering deterministically
proven cybersecurity claims.

For verification purposes, a Petri Net simulation is imple-
mented to demonstrate the effectiveness of 5 T-STRIDE. The
general Petri Net structure used in the modeling is shown
in Fig. 11. This simulation is used to evaluate both the
cybersecurity performance and the overall effectiveness of
5 T-STRIDE.

In this Petri Net model, an attacker can be represented
with varying skill levels. When there is no vulnerability, the
attacker’s skill is modeled as a normal random variable with a
mean of zero and a variance of 1.0. If the attacker’s skill level
exceeds zero, the attack is considered successful; otherwise,
it fails.

To simulate increased attack success, a limited number of
vulnerabilities were injected into a level. This vulnerability

injection is modeled as a value between 0 and 1, representing
the system’s vulnerability level. Consequently, at each level,
an attack will succeed if it satisfies the conditions defined in
Eq. (4).
Normal(V;, 0.5) >0 @
Global vulnerability data from the National Vulnerability
Database (NVD) is used to demonstrate the effectiveness of
the proposed method. To support the analysis, we developed a
vulnerability level model ranging from O to 1, divided into 10
quantization levels. The vulnerability level of each product
is determined based on the number of published exploits in
the NVD. Given the minimum quantization step of 0.1, we
found that the ARM Cortex-A does not exhibit a vulnerability
level above medium, resulting in an assigned value of 0.1. At
each level, the most secure technology is assumed to have a
baseline vulnerability level of 0.1. The values are determined
according to the 2022 reported vulnerabilities in NVD [92].
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Fig. 10 A typical attack process
with trusted components

Table 1 Level indexes

Security Level Level Index

HW 0
oS 1
Application 2
Interface 3
System 4

6 Model effectiveness

To demonstrate the effectiveness of the theoretical model, itis
necessary to assign values to both the base vulnerability and
the injected vulnerability. The selection of these values for
evaluating the theoretical model is guided by the following
two basic principles:

(1) If the ith system is more secure than the jth system,
Vi < U

(2) Because the vulnerability injected by system i into sys-
tem j is expected to be less than the vulnerability of the

ith system, the following inequality should also hold:

D@, J) < vi

@ Springer
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InTables 2, 3, 4,5, 6, we adhere to the two abovementioned
rules to determine a valid value set for theoretical model
evaluation.

The approach for calculating the vulnerability of a UAV is
based on the scenario depicted in Fig. 12. In this scenario, the
attacker’s objective is to compromise the UAV system, which
requires the exploitation of three vulnerabilities. Therefore, if
only two vulnerabilities exist in the system, it can be assumed
to remain secure overall, even though a single drone may be
compromised. Without loss of generality, and in accordance
with this scenario, we consider the presence of two vulnera-
bilities to be a low-risk condition because the system remains
operational. The quantization of vulnerabilities is modeled
based on this attack scenario.

The calculation of the vulnerability level tables proceeds
as follows:

Eachlevel begins with a base vulnerability value of 0.1, as ref-
erenced in [5]. Semi-quantitative vulnerability assessments
classify values below 20 out of 100 as low or very low [5]. For
simulation purposes, the authors of this study averaged the
low-risk values, resulting in a value of 10, which corresponds
to 0.1 on a 0-1 scale.

For each additional vulnerability, an extra 0.1 is added to the
base vulnerability value.
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Fig. 11 Petri Net simulation model
Table 2 Hardware vulnerability levels Table 5 Interface vulnerability levels
HW Vulnerability Interface Vulnerability
ARM Cortex-A 0.1 Sophos XG Series 0.1
Intel Processor 0.2 WatchGuard Firebox T15 0.2
AMD Processor 0.3 Fortigate Rugged 0.3
iptables 0.4
Table 3 Operating system vulnerability levels
(0N Vulnerability Table 6 System vulnerability levels
Windows 10 0.1 System security Vulnerability
Mac OS 0.2
.ac Perimeter security + Access Control + 0.1
Linux 0.3 Surveillance + Alarms
Perimeter security + Access Control + 0.2
Surveillance
Table 4 Application vulnerability levels Perimeter security + Access Control 0.3
L . Perimeter security 0.4
Application Vulnerability
VM 0.1
-net Framework 02 by calculating the number of published exploits in the NVD
Docker 0.3

To support the analysis, we established a vulnerability
level model ranging from O to 1, divided into 10 quantization
steps. The vulnerability level of each product was determined

database. Given a minimum quantization level of 0.1, we
found that the ARM Cortex-A currently has one vulnerability
level above medium, resulting in a calculated value of 0.1 x

1.

By applying these underlying assumptions, we derived
varying degrees of vulnerability for each trust level, as

@ Springer
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Fig. 12 UAV attack scenario
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demonstrated using representative products in Tables 2, 3,
4,5,6.

Hardware vulnerabilities are analyzed and specified in
Table 2.

OS vulnerability levels are shown in Table 3.

Application vulnerability levels are shown in Table 4.

Interface vulnerability levels are shown in Table 5.

System vulnerability levels are shown in Table 6.

In 2022, 90% of large organizations adopted Puppet to
support secure development and DevOps practices, while
overall adoption of DevOps techniques reached 80%. To
assess the impact of these security practices, we analyzed
the vulnerability injection ratio, which reflects the rate of
insecure software and product development. For modeling
vulnerability injection across all levels, we referenced global
secure development practices.

Without loss of generality, we calculated D(i, j) as
described below, providing a current snapshot of the secu-
rity posture of these organizations. However, the calculation
of D(i, j) requires further investigation in a more detailed
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study owing to the potential for various correlations arising
from inter-level dependencies. The authors intend to perform
more detailed quantization studies on the computation model
presented in this study. To simplify the analysis, we have
assumed a uniform distribution of each level’s vulnerability
across other layers. In the case of a 5-level design, this results
in a spread factor of 0.2 in Eq. (5).

D@, j) =v; x0.2. )

To evaluate the performance of XT-STRIDE, we compared
the most and least vulnerable configurations, as well as an
OS-level trust configuration. Without any trust level, the vul-
nerabilities are as follows V;, = {0.26, 0.26, 0.26, 0.26,
0.26}, V,,,, = {0.78, 0.78, 0.78, 0.78, 0.78}. With OS level
trust,

Vive = {0.06, 0.06, 0.16, 0.16, 0.16}, V,,, = {0.18,
0.18, 0.48, 0.48, 0.48}. The performance improvement mea-
sured by 5 T-STRIDE is depicted in Fig. 13.
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Fig. 13 Petri Net simulation results

The results presented in Fig. 13 show the Petri Net simula-
tion results for the cyber attack scenario depicted in Fig. 12.
Two bar charts are shown in Fig. 13. The upper chart rep-
resents a system with fewer vulnerabilities, while the lower
chart illustrates a system with higher vulnerability values.
The horizontal axis in Fig. 13 indicates whether xXT-STRIDE
was used in the system’s cybersecurity design. Bars labeled
“No” represent designs that do not use xXT-STRIDE, while
bars labeled “Yes “ correspond to designs that incorporate
xT-STRIDE. The vertical axis shows the probability of a
successful attack based on the selected system configura-
tion. The Petri Net simulation results demonstrate that, for
both secure and less secure system configurations, the use
of XT-STRIDE consistently reduced the probability of a suc-
cessful cyber attack. These findings confirm that a system
designed with xXT-STRIDE is more secure than one that does
not implement this approach.

Cybersecurity engineers have long recognized the poten-
tial of secure system design to prevent most attacks. xT-
STRIDE improves this design process using trusted compo-
nents to achieve targeted CC EAL levels. Simulation results
indicate that incorporating such secure systems can lead
to substantial improvements in system design. As a result,
researchers can have greater confidence in the security of
their designs, a confidence that is reflected in the improved
outcomes.

7 Conclusion

This study introduces xXT-STRIDE, a novel threat modeling
method for enhancing the security of UAV systems oper-
ating in realistic environments. Security requirements for
UAV systems can vary greatly depending on the opera-
tional region, influencing factors such as design, cost, and
required security functionalities. The effect of incorporating
trust levels into the STRIDE model is demonstrated by identi-
fying threats associated with a UAV system using commonly
implemented technologies. Analysis across five distinct trust
levels reveals considerable variation in threat profiles. For the
highest security trust level, approximately 40 threats must

be mitigated, while the lowest security trust level requires
addressing approximately 120 threats. The disparity in threat
numbers directly translates into differences in both economic
costs and functional implementations for the UAV system.
According to the trust model proposed in this study, any UAV
system that lacks classification should disregard the trust lev-
els of its components during the design phase, treating each
component equally in terms of security considerations. The
key findings of this study are as follows.

Neglecting trust levels during system design leads to inac-
curate assessments of security levels. Designers may unin-
tentionally include unnecessary security functionalities in an
unclassified UAV system, resulting in high economic costs
and reduced functional performance. Additionally, relying
on incorrect trust assumptions may cause deficiencies in
the established security functionalities, ultimately compro-
mising system security. However, the model ensures that
adequate security is provided for every UAV application.
The model enhances security engineers’ understanding of
threat mitigation by clearly revealing the system’s true vul-
nerability areas. This approach reduces design costs and
improves the performance of security components. Further-
more, it does not limit the choice of security frameworks,
such as CC, ISO 27001, or others. The solution supports
security provisioning during the entire design process.

The study theoretically modeled the UAV from the sys-
tem level down to the hardware level and demonstrated the
model’s effectiveness using Petri Net simulation for 5 T-
STRIDE.

The xT-STRIDE trust levels do not require a single
global trust level for the entire system. Security engineers
can effectively implement different XT-STRIDE levels by
appropriately partitioning the operating environment. Future
research will focus on integrating the developed model into
smart city UAV applications, specifically targeting cities with
populations over 1,000,000. This will allow for an evaluation
of the budgetary implications of applying the xXT-STRIDE
model to enhance urban security through UAV systems.
Additionally, future studies will explore the applicability of
xT-STRIDE to new domains, such as robotics and industrial
environments.
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